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Lawmakers accused Ca-
n thay Pacific Airways of a
@ cover-up as the Legislative
Council (Legco) discussed
the commercial flight giant's massive
passenger data breach at a November
14 meeting. The data leak affected
about 9.4 million Cathay Pacific and
Cathay Dragon customers. During the
meeting, legislators have also demand-
ed the authorities to review the cur-
rent privacy laws as soon as possible to
introduce heavier penalties.

Privacy protection has always been
paramount to the people of Hong Kong.
However, as the value of personal data
grows over time due to technological
advancement, enterprises and institutions
now face a greater risk of data leaks
when obtaining and using the personal
information of their customers.

Hong Kong's Personal Data (Privacy)
Ordinance has been in force for 22
years. Its provisions are clearly outdated

and insufficient as a deterrence, thus

indirectly leading to the frequent data
leak incidents. The government must
keep pace with changing circumstances
and make amendments on the ordi-
nance, so as to protect the privacy and
interests of the public more effectively.

In the era of mobile intelligence,
personal data is becoming increasingly
valuable as part of the big data.

The aviation, telecommunications and
other tertiary sector industries that
gather a large amount of customer data
naturally became the target of hackers,
who would steal personal information
for illegal purposes.

According to the Office of the Privacy
Commuissioner for Personal Data (PCPD)
Annual Report 2016-17, 106 data
breach incidents were reported to the
Office in 2017, which represented ap-
proximately a 20 per cent increase as
compared with 2016.

Apart from Cathay Pacific, a number
of companies including WWPKG, Big
Line Holiday and Hong Kong Broad-

band have already fallen victim to cus-
tomer data breach incidents so far in
2018. The frequent occurrence of data
security incidents has sounded the alarm
on privacy protection.

However, the 22-year-old Personal
Data (Privacy) Ordinance has been re-
duced to a "toothless tiger", for its en-
forcement is ineffective and its penalties
for contravention light.

Under the current laws of Hong
Kong, only some guidelines on data
breach handling are given, but there is
no mandatory requirement for any or-
ganisation to file a notification to the
PCPD in case of a data breach.

While the PCPD could issue an en-
forcement notice to the organisation in-
volved after investigations were con-
ducted, and that contravention of the
notice is an offence, the maximum pen-
alties are a mere fine of HK$50,000 and
two years of imprisonment.

Such penalties can in no way be

considered as commensurate, given the

magnitude of the loss that is caused by a
data breach.

For instance, Octopus Holdings Lim-
ited was found to have sold the personal
data of 1.97 million cardholders under
the "Octopus Rewards" programme in
July 2010. The personal information was
sold to six business partners of Octopus
Holdings, and the company was able to
amass HK$44 million from the deal.

Even though the PCPD found that
Octopus Holdings violated the Ordi-
nance, it did not issue an enforcement
notice and no further action was taken.

When the Personal Data (Privacy)
Ordinance was enacted back in 1996,
the internet was just beginning to
emerge, and there was no mobile com-
munication. No one could have imag-
ined the growth of internet services and
the development of electronic payment.

As the volume of personal data col-
lected by companies and organisations
skyrockets, and that data leaks are be-

coming increasingly frequent, the prob-
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lems of obsolete laws and ineffectual
supervision would only get worse. Hong
Kong must draw experience from others
and review our current laws.

As an example, the European Union
(EU) has just approved the General
Data Protection Regulation (GDPR) this
year. The law applies to all EU compa-
nies and those companies which offer
goods or services to the citizens of EU,
and imposes strict regulations on data
transfers, breach notification mechanisms
and penalties. Penalties for violating the
GDPR could go up to €20 million or 4
per cent annual global turnover, which-
ever is higher.

To protect personal privacy is to
protect the interests of the public, of
which there is a strong aspiration.

One hopes that the government will
listen to the voice of the people and
propose to review the Ordinance as
soon as possible, so that the current
loopholes in privacy protect could be
rectified.
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