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EE The Hong Kong the benefits of the Internet. The
C

Computer Emergency government should also offer more

Response Team support to local small and medium-sized

Coordination Centre enterprises (SMEs) for the sake of

(HKCERT) revealed on 18 January that nurturing more information security

the number of cyber security incident

talents.

reports rose by 7 per cent last year, with
malware cases surging by almost 80 per
cent. Experts believe such attacks will

continue to proliferate in the future.

SMEs lack related talents

A well-established
the

information technology development. As

cyber  security

readiness s prerequisite  for

cyber attacks and data breaches become

more commonplace, local enterprises

must place more emphasis on

information security while they enjoy

Since the emergence of ransomware
have
that

in recent years, cyber crime

. . o .
evolved into a kind of “business
engages in data theft, ransom-based

attacks and sometimes even direct

attacks on bank accounts. For instance,
a number of local travel agencies fell
prey to WannaCry as the ransomware
ran rampant in 2017. Client data were
reported to be stolen and the agencies
were extorted to pay a ransom.

However, the business sector losing

money is not the only consequence of
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insufficient network security measures.

Network insecurity would also
undermine the public's confidence in
information technology and ultimately
slow down the application of new

technologies. Information security
experts have pointed out that network
security levels in  Hong Kong are
lagging behind the West for at least five
the of IT

security talents are also severely lacking.

years, whereas number

market research
of the

corporate respondents are only in the

According to a

report, 95 per cent local
carly stages of security preparedness, as
they lack the adequate security measures
and specialists to monitor and detect
Cyber

apparently not on the senior leadership's

cyber  attacks. security  is

meeting agenda.

3 factors of lagging behind

There are several factors to this issue:
First, I'T development in Hong Kong is
relatively slow, and the implementation
of e-commerce and online payment
technologies are also lagging behind
mainland China and the West. As most
still

local businesses, especially SMEs,

rely mainly on traditional payment

options, network security is  often
neglected.
Second, network security  systems
require high-end equipment that most
local SMEs generally would struggle to
afford.
Third, there is a severe lack in talents

that are equipped with relevant skills.

The Hong Kong Monetary Authority
has already pointed out that the city will
be short by 700 information security
professionals in a few years.

It has become necessary for the
government to put more resources into
nurturing network security talents and
SMEs.  Authorities  should

more tertiary

assisting

sponsor places in
institutions for the relevant disciplines,
and provide suitable and
technical support to local SMEs. At the

same time, enterprises should also keep

training

up with technological advancements and
commit more manpower and resources
into the network security infrastructure,
only then can they seize every
opportunity further

expand their business.
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