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annaCry exposes need to review cybersecurity
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Learning Point: Common Cybercrimes

Phishing: the attempt to obtain

software that denies access to the

allow the hacker to access sensitive

personal  information  such  as

usernames  and  passwords  for

malicious reason, by disguising as

victim's data or threatens to delete it
until a ransom is paid. "WannaCry"

is an example of ransomware.

personal information.
DoS attack/ DDoS

denial-of-service attacks intend to

attack:

make network resources unavailable

to users by disrupting, overloading
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- "WannaCry" has hit
Hong Kong in the midst
of the global ransomware
outbreak, with most of the
new victims being home users. Hong
should treat this

cyber attack as a wake-up call, at a

Kong worldwide
time in this digital age when free flow
of information might become the

Achilles' heel of the city.

Variants have emerged

More than 200,000 computers from
over 150 countries and regions have
been infected just within days of the
outbreak.

ransomware Fortunately,

public institutions in Hong Kong have

not been affected yet; victims are
mostly home users along with a few
corporations. However, the police have
urged wusers to step up preventive
measures and keep systems updated,
after  mutated  variants of  the
ransomware have been reported.

The

vulnerable the

attacks have shown how

modern  world has
become, as nations and individuals

alike are prone to swift and
omnipresent cybercrimes that benefit
from rapidly advancing information
bodies,

which hold vast amounts of sensitive

technologies.  Government

data and private information of the

citizens, are at the top of the

cyberattack list. Government websites

and networks of  technologically
advanced countries such as the US,
Britain and Australia are frequently
targeted by hackers. The Office of the
Government Chief Information Officer
in Hong Kong issued 68 security alerts
to policy bureaux in 2015, urging all
government bodies to take preventive
measures to protect their websites and

data.

HK lost 1.8 billion in 6 years
from cyber attacks
Hong Kong is a world leading

financial and trading centre, so

cybersecurity should be among the top

entities or institutions that are Trojan  horse: a  malicious
apparently trustworthy. program that misleads users of its
Ransomware: a malicious true intent. The program could

priorities of  corporations. Yet
according to a 2016 report jointly
released by  Deloitte  and  the

of Chartered Certified

Accountants, the

Association
compound annual
growth rate of computer crimes from
2009 to 2015 is a staggering 28.8%,
while resultant financial losses reached
HKS$1.8 billion.

The

. . . .
companies commitment to information

report also indicates that
security is only lukewarm, with 40 per
cent  of

whether

respondents  not
their

knowing
organisations  have
carmarked a budget for information
With  every

cyberattack, companies would have to

security. successful

and flooding the services of the host.

sustain losses averaging US $1 million.
Failing to understand the threats and
consequences  of  cyber  attacks,
enterprises in Hong Kong may end up
paying a much higher price than they
would have to, if risk prevention is not
properly addressed.

The

Kong are an alarm signal for all - it is

"WannaCry" attacks in Hong
only pure luck that enterprises are not
crippled and paralysed, and that we
did not suffer huge losses. Government
bodies, companies and individuals alike
must remain vigilant against
cybercrimes, and take this opportunity
to close any loopholes in their

cybersecurity mechanisms.
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